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Introduction	  
 
Obscure is a free application (for Linux, Mac, and Windows) that 
hides files (payloads) in images (carriers). It will allow you to "hide in plain sight."  
 
As long as the files are not altered, they can be left anywhere—on a thumb drive, or on a 
website (Google Drive, Flickr, Tumblr, etc.). When retrieved, the knowing recipient can 
recover the original file. For added security, there is even an option to encrypt the 
payload, so a key is necessary to get it back out. 

Basic	  Instructions	  
 
Obscure has a simple drag and drop interface. 
 
To Hide a file, drop it on the application window and it will be hidden in a randomly 
generated carrier image. It will be saved to a folder called 'obscured'. 
 
To recover the hidden file, drop the carrier image on the application window. The hidden 
payload will be saved in a folder called 'unobscured' next to carrier image. 
 
To use your own images as carriers, create a folder of images called 'carriers' next to the 
payload files. 
 
To encrypt your payload, create a folder called 'key' next to the payload. Obscure will 
generate a random key and save it next to the output file. The key must be next to the 
carrier to decode the payload. 
 

Multiple	  File	  Drops	  
Obscure can handle multiple files being dropped on it at once. It will process the files in 
sequence based on the same criteria as a single file. A list of processed files will appear 
in the interface, but the files will not necessarily display while being processed. 

Output	  Files	  

Names 
Obscure randomly names the output files so that the name has no relation to the content. 
You may choose to rename the files as you like. (It only matters that key names match 
carriers for decryption as described below.) 

Formats 
Files are saved in png format. This is a lossless image format which preserves the data 
encoded in the image. If the files is resized or saved in a different format, the payload will 
be lost. Many web services resize images and tend to use jpg format which is lossy (and 
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more efficient for compression). Unless the service allows you to download the original 
png file, it will be useless for the purpose of transmitting Obscure files. 

Using	  Existing	  Images	  as	  Carriers	  
 
A pool of images can be supplied to Obscure by placing a folder called ‘carriers’ along 
side of the payload image or images you will drop on the interface. Obscure will select 
images at random from the pool. To use a particular image, simply put just one image in 
the carriers folder. 
 

Image Considerations 
 
For security, it is important that the images you use be original—that is, there shouldn’t 
be another accessible version of them that could be compared to the file with the 
encoded payload inside. Comparing an original file to the one altered with Obscured is 
one way that someone with technical expertise might be able to detect the presence of 
hidden files or even be able to extract the payload. (Encryption, of course, makes this 
even more difficult.) 

Encryption	  

Encrypting 
An empty folder called ‘key’ placed along side the payload file to be dropped on 
Obscured causes the application to encrypt the file before encoding it in the carrier. So 
even if it is detected and extracted, the contents can still be hidden.  
 
The key required for decryption is produced and saved next to the carrier file by default. 
An individual unique key is created for each carrier.  
 
To use the same key for a number of payloads, generate a key described above, and 
place it the key folder. From that point on, all payloads will be encrypted with that same 
key.  

Decrypting 
When Obscure detects an encrypted payload, it looks for the key next to the carrier file in 
a file with the same name and the ‘.key’ suffix.  
 
Alternatively, a ‘key’ folder with one key inside it (with any name ending in ‘.key’) can be 
placed next to a number of files that have been encrypted with a common key. Obscure 
will attempt to use the common key to decrypt the files. 
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Key Handling Considerations 
Safely transmitting a secret key takes some planning and care. You don’t want to just 
email a key in the clear or post it to a public site. Keys can be safely transmitted using 
dual key encryption like PGP, or in person.  
 
The key is a simple text file with a series of numbers and letters and symbols inside it. 
Conceivably, these could be transmitted orally over a safe channel and transcribed by 
the intended recipient. A plain text file with the exact characters from the original key will 
work as long as the name and location are what Obscure expects. 
 
If you intend to keep sensitive information safe with keys, the keys need to be kept safe 
as well, just like the keys to your front door. 

How	  Obscure	  Works	  
 
Hiding messages and data is called steganography and it has a long history as does 
encryption. Obscure uses some well known techniques to hide and encrypt data.  

Least	  Significant	  Bits	  Modification	  
The hiding is done taking advantage of the way digital image files are structured. Every 
pixel exists as a number that specifies the color as a quantity of red, green, blue, and 
alpha (transparency). Since a difference of one, two, or three, in any of those quantities 
will be unnoticeable to the eye, the least significant bits of information can be repurposed 
to store unrelated data without visibly affecting the image.  

Symmetric	  Key	  Encryption	  
Obscure uses the same key for both encryption and decryption. The advantage to this 
scheme is that it is much harder to break than dual (public key) encryption. The 
disadvantage is that the secret and secure transmission of the key can be an issue. 
Obscure uses 128-bit AES encryption.  
 

Image	  Generating	  Plugins	  
Obscure comes with a built in random image generator and some plugins can be 
download from the website.  
 
To use plugin generators, create a file called ‘generators’ in the same location as the 
payload images and place the plugins inside. 

Creating your own plugins 
Plugins are made using Processing (see <http://processing.org>). They are java .jar files 
and must contain a method with the signature: 
 
public PImage generateImage(int w, int h) 
 
where w and h specify the width and height of the PImage returned in the method. 
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Here is an example of  generator code: 
 
PImage img; 
 
public void setup() { 
  size(400, 400); 
  img = generateImage(width, height); 
} 
 
public void draw() { 
  image(img, 0, 0); 
} 
 
public void mousePressed () { 
  setup(); 
} 
 
public PImage generateImage(int w, int h) { 
  PImage p = new PImage(); 
 
  p = createImage(w, h, RGB); 
 
  for (int i = 0; i < w; i++) { 
    for (int j = 0; j < h; j++) { 
 
      p.set(i, j,  
      color( 
      random(256),  
      random(256),  
      random(256)  
        ) 
        ); 
    } 
  } 
 
  return p; 
} 


